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Playing Prevent Defense — Fraud Considerations

"FRAUD CONSIDERATIONS
Outline

= “Playing Prevent Defense”

= 2024 Report to the Nations
— Key findings
— COVID-19 impact on fraud

= Fraud risks and prevention by industry
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OCCUPATIONAL FRAUD 2024:

A REPORT TO
THE NATIONS®

GROSSM/\N Y/\N/\K & FORD e
ountants and Consultants

GYF CPE DAY - 11/13/2024 2



Playing Prevent Defense — Fraud Considerations

N AR AT IR A W"‘TH O — A e X T I T o e N A IS e A S TN "N T
R R R S S R I B R R A A S A PO =

)l A T O O

KEY FINDINGS

CFEs estimate that

organizations LOSE MEDIAN LOSS
PER CASE:

$145,000

to FRAUD AVERAGE LOSS
each year PER CASE

$1.7 MILLION
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KEY FINDINGS

ASSET MISAPPROPRIATION SCHEMES
are the most common but least costly

L ——
T 120,000

of cases

FINANCIAL STATEMENT FRAUDS
are the least common but most costly

$766.000
of cases median loss
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"KEY FINDINGS

HIGHEST RISK ASSET
MISAPPROPRIATION SCHEMES

MOST COMMON MOST COSTLY

Billing schemes Check and payment tampering
0 MEDIAN
0 CASES LOSS

Theft of noncash assets Billing schemes

22% s 3100,0003”55;”
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A TYPICAL FRAUD CASE
lasts 12 MONTHS
before detection
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" KEY FINDINGS

) /~ More than HALF
~\_L of tips come
(7 from employees

\ and nearly ONE-THIRD
come from vendors
and customers

. Employee

@ customer

@® vendor
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MEDIAN LOSSES FOR ALL THREE PRIMARY CATEGORIES

OF OCCUPATIONAL FRAUD INCREASED FROM 2022-2024

2022 2024 CHANGE

Financial statement fraud $593,000 $766,000 1+ 29%
wm____wom 1o
Asset misappropriation $100,000 $120,000 1+ 20%
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"COVID-19 IMPACT

$158,000
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=  Check and payment tampering e Exper

I~ X INAYNL
"-A P ﬁMA’\M
b AN AL L AAAALS

M X

2020

mbursements

202

Several sub-schemes of asset misappropriation CAUSED LARGER LOSSES
DURING THE PANDEMIC than in prior years.

== Register disbursements
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$50,000

2024
Cash on hand
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“COVID-19 IMPACT

Organizational staffing changes 12% 1%

Shift to remote work 12% 13%

Operational process changes 10% 13%

Internal control changes 10% 12%

Changes to strategic priorities 9% 13%

Changes to anti-fraud program

Supply chain disruptions

Technology challenges

0% 10% 20% 30%

M Significant factor M Moderate factor
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14%

40%

50%

M Slight factor

TO WHAT EXTENT DID PANDEMIC-RELATED FACTORS CONTRIBUTE TO OCCUPATIONAL FRAUDS?

57%

63%
64%

66%

h
2%
3%

60%

0%

80% 90% 100%

Not a factor

GROSSMAN YANAK & FORD wip

Certified Public Accountants and Consultants

QO A
A *\.‘)\ 2 ‘\" A",
\AA Y MA,\ P~ " "‘

GYF CPE DAY - 11/13/2024



Playing Prevent Defense — Fraud Considerations

FRAU D BY INDUSTRY

Agriculture, forestry,
fishing, and hunting

©

MEDIAN LOSS

§165,000 cnsqzs

Energy

Arts, entertainment,
and recreation

MEDIAN LOSS

$44,000 cnsdés

Banking and
financial services

MEDIAN LOSS

$120,000 3;2555

Government and

Construction

MEDIAN LOSS

$250,000 chaes

Health care

Education

MEDIAN LOSS

$50,000 ca!!s

Information

MEDIAN LOSS

2
$100,000 | coses

Wholesale trade

]

MEDIAN LOSS

1
$361,000 | cases

Food service D en d Services (other) Services Retail
and hospitality public administration {e.g.. publishing, media, (professional)
telecommunications)
VY k3 o
g_w::\ 4
MEDIAN LOSS MEDIAN LOSS MEDIAN LOSS MEDIAN LOSS MEDIAN LOSS MEDIANLOSS MEDIAN LOSS MEDIAN LOSS
$152,000 | cases $100,000 | cess §200,000 | coses $100,000 | cases $166,000 | cases $170,000 | cases $100,000 | cases $48,000 CASES
Insurance Manufacturing Mining Real estate Religious, charitable, Technology Transportation
or social services and warehousing
AN ~
] e
No-of!
MEDIAN LOSS B9 MEDIAN LOSS 175 MEDIAN LOSS 2 MEDIAN LOSS MEDIAN LOSS MEDIAN LOSS MEDIAN LOSS
$190,000 | cases $267,000 | cases $550,000 | cases $200,000 | coses $85,000 CASES $145,000 | oses $121,000 | onses
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Construction
MEDIAN LOSS
$250,000 | cesss
Manufacturing Religious, charitable, Technology
or social services
MEDIAN LOSS 175 MEDIAN LOSS MEDIAN LOSS
$267,000 | cases $85,000 CASES $145,000 | coses
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Manufacturing 175 27% 6% 4% 7% 55% 17% 6% 29% 10% 1% 9%
Construction 73 38% 12% 7% 19% 52% 25% 10% 25% 23% 4% 23%
ALl 53 36% 17% 24% 17% 45% 29% 3% 10% 7% 2% 16%
social services
Technology 65 28% 9% 2% 9% 65% 11% 3% 32% 14% 3% 7%
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Manufacturing
RISK PREVENTION
= Theft of inventories = Physical security
— Noncash misappropriation — Fence locks, access cards

— Cameras

= Routine physical counts

= Monitor scrap
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Manufacturing
RISK PREVENTION
= Billing scheme = Approved list of vendors
— Fraudulent disbursement via = Restricted access and/or review
fictitious invoice or personal of master file changes
purchases

= Review of vendor listing
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Construction
RISK PREVENTION
= Payroll scheme = Automated time system
= Fraudu/ent d/'sbursement Via ™ Formal approval of overtime

fictitious claims for compensation

hour manager
(hours worked, ghost employees) S by ahnage

= Review of payroll register
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FRAUD PREVE 1\"1‘10\'

Construction
RISK PREVENTION
= Expense reimbursement = Require submission of receipts
scheme

Formal approval by manager
— Fraudulent disbursement

via fictitious claims for
reimbursement

Review dates of travel

Use of company credit cards
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Construction
RISK PREVENTION
= Check and payment = Positive pay system
tampering = Automatic drafts (electronic

— Intercepting, forging or altering payments) for recurring
payments

a check or electronic payment
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Nonprofits
RISK PREVENTION
= Cash on-hand = Segregation of duties for cash
misappropriation (theft) handling
= Cash larceny = Limit amount of duration of
— Interception of cash receipts cash on-hand
— Frequent deposits
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FRAUD PREVE 1\"1‘10\'

Nonprofits
RISK PREVENTION
= Check or payment tampering = Control blank checks
scheme

Prohibit writing checks to “cash”
— Fraudulent disbursement via

intercepting, forging, or altering  ® Du al signatures
check or payment drawn

Avoid using stamp
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Nonprofits

RISK PREVENTION
= Billing scheme = Budget-to-actual comparisons
— Fraudulent disbursement via = Review of monthly financials
fictitious invoice or personal

by managers, executive
director and board

purchases
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F RAUD PREVENTION

Technology
RISK PREVENTION

= Corruption = Competitive bidding process

— Bribery or confiicts of interest = Dedicated email for accounts
payable invoices
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= Segregation of duties
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"FRAUD PREVENTION

Technology
RISK PREVENTION
= Management override = Segregation of duties
of controls — Small steps can be taken even

with a limited headcount

= Budget-to-actual comparisons
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Thank you for your attention!

= Please reach out directly to the presenters if you need assistance:
— Mark Wolstoncroft, Partner — 412-338-9315 — wolstoncroft@qyf.com
— Amber Pinskey, Sr. Manager — 412-799-69129 — pinskey @gyf.com
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